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The Pentagon spent more than $100 million in the past six months cleaning up after
Internet attacks and network issues, military leaders said on Tuesday.

"The important thing is that we recognize that we are under assault from the least
sophisticated--what | would say the bored teenager--all the way up to the sophisticated
nation-state, with some petty criminal elements sandwiched in between," Air Force
Gen. Kevin Chilton, head of U.S. Strategic Command, told reporters at a cyberspace
conference in Omaha, Neb., as reported by CBS News.

Neither he nor Army Brigadier Gen. John Davis, deputy commander for network
operations, would say how much of the estimated $100 million was spent cleaning up
from viruses compared with outside attacks and inadvertent security problems due to
U.S. Department of Defense employees. However, they did say that spending money to
shore up the networks to prevent attacks and breaches would be better than paying to
clean up after an incident.

The Defense Department was forced to take up to 1,500 computers offline last year
because of a cyberattack, and it banned the use of external removable storage
devices because of their ability to spread viruses.

The news comes amid internal government squabbles over which department would
be best to manage the nation's cybersecurity programs and in the middle of a
cybersecurity review ordered by President Obama.

Last week, legislation was introduced that would create a cybersecurity adviser
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who reports directly to the president and who would have the authority to disconnect
federal or critical infrastructure networks from the Internet if they were deemed to be
at risk of attack.

Elinor Mills covers Internet security and privacy. She joined CNET News
in 2005 after working as a foreign correspondent for Reuters in Portugal
and writing for The Industry Standard, the IDG News Service, and the
Associated Press. E-mail Elinor.

-

Topics: Vulnerabilities & attacks

Tags: Pentagon, cyberattacks, prevention

Share: Digg Del.icio.us Reddit  Yahoo! Buzz

Related

From CNET

Microsoft slapped with $388 million

patent verdict
Conficker wakes up, updates via
P2P and drops payload

Is an Apple more form than
function?

From around the web

A first look at Safari 4 beta for
Windows CNET News

Conficker Removal Reminders
Washington Post Blogs - Faster...

More related posts ~ powered by
E3 Sphere

http://news.cnet.com/8301-1009 3-10214416-83.html?tag=mncol;title 4/9/2009



